
Introduction

Timeline:
•Marriott detected the malware attack
on Sep 8, 2018.

•Marriott announced the database se-
curity incident on Nov 30, 2018.

Consequences:
•GDPR Fine: £ 18.4 M
•FTC/State Settlement: $52 M, etc.

Given thatmutual funds showpreemp-
tive behavior by:
•Trading before security class action
announcements,

•Anticipating earnings surprises,
•Predicting ESG rating changes
through ESG-focused fund trades.

Do funds trade before cyber attack an-
nouncement?
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Research Question &Main Findings

1.Ahead of the announcement, do funds already trade high- or low-

cyber-risk stocks?

•In the months before a major cyber attack announcement, active mu-

tual funds reduced their holdings of high-cyber-risk stocks industry-

wide. There is no clear evidence for index funds.

2.What kind of funds trade? Which stocks are being traded?

•Funds that mention cyber risk in their prospectuses trade more ac-

tively.

•Stocks in the attacked industry are traded the most (sell high-cyber-

risk stocks, buy low-cyber-risk stocks).

•A better data privacy policy serves as a substitute for low cyber risk.

3.Do funds get flow rewarded?

•Yes, especially from institutional investors.

Methodology & Results

Do funds trade preemptively?

What kind of funds trade?

Which stocks are being traded?

Do funds get flow rewarded?
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